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email2 Technical Overview

The purpose of this white paper is to provide a comprehensive analysis of the technical features & benefits of the email2
platform. This document is broken down into the following sub-items:

Introduction

Software + Service Architecture: Secure Messaging Servers & Clients
How do members and Private Email Networks (PENS) work together?
Technical Description of Features & Benefits

El A

1. Introduction

What is email2?

email2 is a secure platform for enhancing electronic communications. It combines database messaging and permission-
based document management concepts with Internet banking security-strength to give organizations the confidentiality,
compliance and control they require. The protocol used by the email2 platform addresses the shortcomings of basic
SMTP e-mail, encrypted or not, while remaining fully compatible with previously-deployed infrastructure like Microsoft
Outlook® and Exchange®.

The email2 platform creates a Private Email Network, or PEN, for an organization. PENs are branded messaging
communities exclusively reserved for approved, registered and authenticated members. A PEN could consist of a group
as large as all the customers of a bank or as small as a Board of Directors. PENs are scalable solutions that provide
absolute privacy, security and compliance, with a low-impact, seamless implementation.

In addition to security and privacy, the email2 platform extends the functionality of the whole electronic messaging
system. Members of a PEN can accurately track messages after they are delivered, send secure attachment-free video
messages, control replying and forwarding permissions, manage attachments without any size restrictions, and more.

If you are looking for to get more productivity and security from your e-mail, preserve the relationships that you have
developed as well as comply with the latest rules and regulations, look no further. You deserve nothing less than a
military-grade, secure business communication solution that is built with ease of use in mind.

The email2 platform is a proven alternative to the many flavors of e-mail encryption solutions offered today. By
replacing the SMTP protocol with HTTPS, the email2 platform offers not only security but a myriad of new productivity
enhancements not possible before.

How doesthe email2 platform work?

The email2 platform follows a W{ 2 ¥ i ¢ I NBnodsl. MeSb¢isecdr8yZonnect to a Private Email Network (PEN)
¢ either with MS Outlook, the web client, the mobile web client for smart phones like Blackberry®, Palm®, iPhone® and
Windows® Mobile devices, or any other third party application connecting through the email2 published Application
Programming Interface (API).
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Connections between client applications and the Private Email Network (PEN) servers are direct and secure. Unlike basic
e-mail, there are no intermediary routing SMTP servers. All connections use the HTTPS protocol (HTTP + SSL) with a
minimum of 128-bit SSL encryption.

When a secure email2 message reaches the redundant PEN servers, it is encrypted with our patent-pending
Interchangeable Crypto Engine (ICE) where the organization can interchange to their own cryptographic algorithm and
Master Key certificate. By default, the email2 platform comes with a minimum AES 128-bit cryptographic engine (SaaS)
and AES 256-bit cryptographic engine for Dedicated Servers (SaaS or Self-Host). All content on the PEN server is
encrypted using the unique PEN specific Master Key certificate. Part of the PEN certification process involves having your
system administrator create your own dzy A ljMaSer K&yQ (G KI G O 2 #idl dehtiondofi et PEN specific
encryption certificate. Secure messages are stored encrypted for security, archiving and auditing purposes.

Once a secure message is sent, the email2 platform sends a notification message to the intended recipient via basic e-
mail (SMTP) (optional), but it contains no sensitive data about the content of the secure email2 message. When an
intended recipient receives a notification message, he or she is able to trigger a seamless retrieval process during which
the email2 message is securely transferred to the member. If using Outlook, the participating members never see this
notification message. This architecture ensures that sensitive data is never exposed to the unsecured areas of the
Internet.
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The process for sending and receivisgcureemail2 messages:

Secure mesages travel through an
encrypted channel directly from the
sender to the PEN via HTTPS.

Recipients connect securely to the
same PEN to retrieve secure
messages using their e-mail client.

email2 works alongside basic
e-mail: same e-mail programs,
e-mail address, e-mail servers, but

uses HTTPS through a PEN to l\éls
transit messages instead of SMTP. I el

MS . (mail server)
Exchange
or other
(mail server)
SMTP Route -,

Notification messages travel across basic e-mail servers
using SMTP and POP3 connections. Notification

messages are optional do not contain any sensitive
information and can safely travel across basic e-mail.

1. On OSENDG6, the Outl ook Tool b aroutedthemessageevia HETPS shcerelyctothema n d
PEN instead of SMTP. At this stage, the transmission is encrypted. Once transferred securely to the PEN, the
message content and attachments are encrypted at rest using a minimum of AES128-bit with your own Master
Key as entered when your PEN is certified.

2. The PEN then prepares a notification message and sends it back to Outlook using the same route, where this

notification message is sent from the clientés Out box

3. Recipients receive the notification message alerting them of a new secure email2 message. If the recipients are
already enabled using Outlook, the process is seamless: the Outlook Toolbar recognizes the notification message
and sends a command to authenticate the member and decrypt the message and attachments, then transfers this
content, along with the Delivery Slip metadata, using the same encrypted HTTPS route. For non-Outlook users, a
convenient link is provided in the notification message to access the Secure Web Client where they can securely
read and reply to all their secure email2 messages.
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2. Software + Service Architecture : Secure MessagingServers & dients

Private Email Network (PEN): a Controlled, Centralized Secure Message & Attachments Repository
Secure the line, not just the message: the email2 platform takes secure messaging to a new level, giving you ownership
of a secure communication path from sender to recipient through your own, fully branded Private Email Network or
PEN. Every message is secure, tracked and auditable allowing you to prove who read your communication and what they
did with it, AND it still works with your current message encryption system for additional security.

A Private E-mail Network (PEN) is a way for organizations to retain control of the information that they send over e-mail
without adopting a whole new system of communication.! t 9b A a f€-XQ 5t I OZBYdS R &¢ | ¢
members that have been invited and completed the registration and authentication process. Members can belong to
multiple PENs and select the most appropriate channel for a particular communication. UsingaPENR2 Say Qi Y S|
you have to replace any technology that is currently in place like your e-mail addresses and or e-mail programs. The

email2 platform acts as a secure message gateway by bringing a more reliable protocol to your existing e-mail
infrastructure.

Most other secure e-mail solutions available work by encrypting the message being sent using local certificates and
public/private key pairs. Beyond the practical problems associated with setting up and maintaining these solutions,
especially for users outside of your organization, a larger issue is that once those secure messages leave your mail
server, they are sent over an unsecured and unreliable SMTP network without any tracking or audit capabilities. Copies
of your messages can be left on servers that neither you nor your recipient control or they can just become lost in
cyberspace.

A Private Email Network (PEN) utilizes a closed-loop of secure and redundant servers for all secure communications.
Data backups are regular and handled with appropriate management controls to ensure privacy and security. The PEN
manages all secure messaging functions including message transport, encrypted database storage, archiving and
tracking. When a member sends a secure email2 message, a direct and secure connection is established between the
senderQd Of A Sy G 6 &otHedPENasdrver.WMmh & Bofifitation message is received, the member recipient
uses the same client (e.g. MS Outlook, web client, or handheld mobile web client), to directly and securely connect to
the PEN to retrieve the message, attachments, voice and video message, and associated metadata contained in the
unique email2 Delivery Slip. Information exchanged on a PEN can only be accessed by members of that same PEN with
the correct credentials (e-mail address and password, or more). Confidential information in secure email2 messages can
only be viewed by the members that they are intended for.

Having a single, secure message repository enables your organization to facilitate e-mail compliance standards. In the
event of a local disaster, secure email2 messages are unaffected because a copy of your data can easily reside in an
encrypted state on a remote server. In effect your PEN can be viewed as a full-featured disaster recovery tool for your
most sensitive communications.

Secure email2 messages can be stored by Outlook into the traditional e-mail server repository (e.g. Exchange, Zimbra) as
any other basic e-mail messages (optional, if enabled by the PEN Admin). This means that all company data is stored
0SKAYR (KS O2YLI yeQa FANBGL € t-mal gystemslwiyf il wdr with secury riessagdd O K A |
Although the email2 platform creates a second data store for all your secure email2 messages, it does not create a
WaSLI NFGSQ RIEGE adGd2NBY 6KSy &aSyid 2NJ NBGNRKS BaRserveras f @
any other basic e-mail messages, ensuring your archiving and indexing infrastructure still works. If at any point a
member stops using the PEN and uninstall the Outlook Toolbar, these downloaded secure messages will behave as any
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other basic e-mail messages, without the added functionality of the PEN (e.g. Delivery Slip with tracking metadata, etc.).
None of the company data is ever lost even if you stop using your PEN.

Backward Compatibility Seamless Microsoft Outlook Integration

The Outlook Toolbar allows members of a PEN to manage their secure email2 messages alongside their basic e-mail
YSaal 3Sa aSlkytSaate Ay GKS -mal nNdrRm avithviie duilooksTaoRs installedizi S R
PEN member can use Outlook to seamlessly create, read and respond to secure email2 messages. Secure messages that

are composed using the Outlook Toolbar can make use of all existing Outlook features such as Spell Check, Address
Book, and Organizational Rules. There is no need to navigate to a separate browser, to manage and rotate complex
encryption keys or cumbersome passwords. You are also able to send files of any size without limitations that are
otherwise imposed by traditional e-mail or force users to use FTP.

The Outlook Toolbar appears in the default menu and toolbars section giving users the option to quickly choose
between creating a new secure or basic e-mail message. This selection can also occur mid-way while composing your
message: a Delivery Option pane is added to the right side of the message compose window that allows the sender to
select the proper PEN, set forwarding, replying, and message tracking permissions as well as create Voice & Video
messages on demand. For sent and received messages, the Delivery Options becomes the Delivery Slip and provides
real-time message metadata such as tracking information, attachment downloads and Voice & Video message playback.

The Outlook Toolbar also installs the Delivery Slip in Outlook, which means that whenever a secure message is selected,
you have access to more information (message metadata) and actions than you do for basic e-mail messages. The
Delivery Slip contains information such as message tracking information, message permissions, streaming video
messages, and more, directly in Outlook.

There is no need to reconfigure your e-mail server, e-mail address or change your Internet Service Provider (e.g. MX
records) to start using your PEN. We designed it to be a client-side solution via a desktop client, the Outlook Toolbar,

easily deployed without requiring Administration rights. Send secure messages through your branded PEN directly
within MS Outlook without requiring your e-Y'F A f &SNS NI A A yoiksSvit alD ihadl fenves indudlimyNJ  t
Microsoft Exchange®, Zimbra®, etc. without needing any integration changes or complicated configurations. And
because secure messages and attachments are sent through your PEN instead of through your e-mail server, your e-mail
system will no longer be bogged down with viruses and spam. All your existing investment in e-mail archiving,
compliance, workflow and management remain intact and continue to work with your PEN: there is nothing to change

or replace. It was designed so that it will not conflict with other e-mail applications, even other security applications. If
enabled, members are able to send basic e-mail messages because the email2 platform does not affect any part of basic
e-mail. Alternatively, a special PEN set-dzLJ Ol y T2 NXOS | &LISOATAO YSYOoSNRa O2Y!
over a specified PEN. When a member sends a secure message, the confidential portion of the message bypasses the
regular basic e-mail workflow and servers, instead using the secure PEN workflow. The email2 platform stops its
integration at the client level (e.g. Outlook) and does not interfere with your existing applications, back-up systems of
firewalls: it only requires port 80 and standard SSL port 443 to function properly.

With the Outlook Toolbar, you now have great flexibility and control when exchanging secure messages over your
Private Email Network (PEN). The Outlook Toolbar provides added flexibility by conforming to the way users work within
Outlook yet takes advantage of all the security and tracking capabilities of the email2 platform. The Outlook Toolbar
does not require Administration rights on a computer to be installed; users can install it by themselves in under two
minutes.
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The Outlook Toolbar is a lightweight COM add-in for Microsoft Outlook 2003 and 2007. Support for other e-mail clients
is possible and some are currently under development. The minimum Outlook Toolbar system requirements are:

MS Windows XP SP2 and above, or MS Windows Vista

MS .NET Framework 2.0 and above (installed automatically)

MS Office 2003 or 2007

Macromedia Flash and a webcam (optional, used with video messaging)

=A =4 =4 =9

Secure Innovative crosglatform Web & Mobile Clients

The secure web client is a full featured AJAX web-based mail client that gives you access to all of your secure email2
messages on a single Private Email Network (PEN). It is compatible with most major web browsers, including Firefox 2+,
Microsoft Internet Explorer 6.0+, Safari 4.0+ and Chrome 0.2 beta+ on Windows PC, Mac or Linux.

The secure web client allows authorized members of a Private Email Network (PEN) to read, reply to, forward and create
messages securely. It offers additional features and information about messages in the form of the Delivery Slip, which
contains message tracking information, message permissions, streaming video messages, and more. The web client is
specific to a Private Email Network (PEN), effectively creating a branded personal, private mailbox for each of your
members. Only secure messages from that Private Email Network (PEN) can be acted upon in this interface: no basic e-
mail messages, no spam, and virtually virus-free. Every PEN has a separate, branded web client interface.

The web client performs different functions for different users:

1 Many members rely on the web client as their only portal to their Private Email Network (PEN). They receive
notifications via basic e-mail and manage their secure messages through the web client. These members may be
using an unsupported e-mail client, or they may simply feel that the web client is the easiest most accessible
solution.

1 Members that have the Outlook Toolbar installed but want to use specific web client features such as the
Attachment Library allowing better management of their attachments (files) online.

1 Members that have the Outlook Toolbar installed but want to access their secure messages securely from a
different computer that does not have the Outlook Toolbar installed or configured.

Being browser-based, the web client requires no installation on the local machine. The web client can easily extend itself

to accommodate any new features as they are developed: the entire platform allows for the custom design and
implementation of PEN-3 LISOA FA O aY2Rdzf Saé¢ GKNRdAzZAK 2dzNJ !t L ® ¢pecBia S Y
industry vertical such as secure delivery of invoices (e-invoices).

Members accessing the Secure Web Client from a smart phone or other web enabled mobile device (like a Blackberry or
an iPhone) are automatically directed to a secure mobile client. Create, read and reply to your secure messages on your
BlackBerry, Windows Mobile and iPhone, or any other Smartphone device. The best part is that it uses the same secure
access: all connections are still made over HTTPS (128-bit SSL encryption) and none of your private data is stored on the
handheld device. Your information is protected, even if you lose your mobile device.

Mobile device access can quickly be enabled or disabled from the Web Client. Disabling mobile access after a handheld
device has been lost or stolen adds additional protection by preventing accessto it KS Y S Y 6 S ttRréugh thé® O 2 d.
Mobile Client.
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Powerful PENAdmin Console

For IT administrators, having the ability to fully control and manage the Private Email Network (PEN) across the entire
organization is crucial. This is especially true for large enterprises with thousands of employees in multiple office
locations and strict corporate policies to enforce. The PEN Admin Console allows IT administrators to set user
configuration options and security authentication levels, and whether they want to enforce secure communications for
all e-mail traffic. The web-based PEN Admin Console has a dashboard, bringing important statistics quickly and clearly.
With a glance, Administrators an see the total number of members, or the total amount of storage for their PEN, along
with a host of other statistics that can be quite useful when analyzing PEN usage. Additionally, all actions are recorded
and logged to provide a clear audit trail for reporting purposes.

IT Administrators have the ability to:

Set the proper security settings such as W@penor WosedCaccess environments, or by invitation only.
Design Membership Packages on-the-fly establishing settings for members throughout their entire organization.
Control membership configuration options such as storage and bandwidth limitations.
Set who can invite new membersby enablingS Y A f H Q& dzy AljdzS WaSYO6SNJ { Ll2yazN
ranking members to sub-manage lower level members of the PEN.
9 Setand manage a unique option that prevents any clients (e.g. Outlook) or web browsers to store copies of
messages locally (even if using MS Exchange).
9 Create grouped views by dragging a category into the grouping bar and export the member list into Microsoft
Excel.

= =4 =4 =

Application Progamming Interface (API)

Do you have a need to automate information delivery in a secure manner? Perhaps you need to distribute employee
statements electronically to each employee confidentially? Need to ship invoices or price books securely to your clients
or distributors? Or perhaps you have a mandate to become greener and reduce paper consumption? Our full featured
developer API exposes commands to third party developers that wish to integrate the email2 platform with their
applications, or even create standalone modules.

Build secure communication support into your web applications or just add a feature that you think is missing. We use a
REST-like approach and accept custom formatted JSON requests. Examples of the type of integration that customers
have developed for the email2 platform include SAP, JD Edwards, Salesforce.com, and ACCPAC. As an example, a Google
Gadget was developed that allows a member to monitor the PEN inbox securely directly from their customized iGoogle
start page. For each PEN a member belongs to, they can add a Google Gadget that checks and displays their secure
messages. Clicking on a secure message link opens up the Web Client and logs the member in directly, if enabled.

Contact your Reseller to obtain a developer documentation kit that includes several Case Studies.
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3. How do members and Private Email Networks (PENs) work together?

Companies or organizations that implement a branded Private Email Network (PEN) have full control over the
administration and management of the network. When the PEN is created, the organization designates an
administrative account called a PEN Admin. The PEN Admin creates )

member packages, sets membership levels and invitation policies. [
PEN Admins can also choose to explicitly set up each new member
account, can grant invitation privileges to certain members, or can
make the PEN open access for all current members to invite new
members. The published API can be used to automatically provision
member accounts or create new secure email2 messages through
another program like a web service or Active Directory (LDAP).

When a membership is created, an invitation message is generated
and senttothe new Y S Y 6 SuMEhiie-mail address. The invitation
contains information about the PEN protocol and a secure link to PEN = Members Only!

complete the registration and authentication process. Registration

requires verifying your name and selecting a password (Quick Authentication). The full Authentication requires each
member to validate they in fact own the e-mail address to be registered by entering a validation code.

Once the membership is confirmed, the member is informed of a new secure email2 message by a notification message
sent to his or her existing e-mail address via basic e-mail. Outlook Toolbar users will have the secure message
automatically pulled into their inbox like any other e-mail message, but using HTTPS instead of POP3 or IMAP. Members
who do not use the Toolbar will see a secure link in the notification message that will direct them to the Web Client to
view and respond securely.
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4. Technical Description of Features & Benefits

Proactive Message Summaty 5 S f A @ @atdnt Peniding)JQ

The unique Delivery Slip contains pertinent information regarding the message details, attachments, message tracking
results, video messages and policies applied to the current secure message. It is a window to the secure message where
the recipient can access information about the Private Email Network (PEN), the sender, the recipients, what actions
have been performed on the message ¢ message retrieved, forwarded, replied, deleted or recalled, etc.

The Delivery Slip is a collection of metadata related to a specific secure message. In the Secure Web Client, a delivery slip
for any given message can be viewed by clicking on a message in the Web Client inbox. If you are using the Outlook
Toolbar, the Delivery Slip is visible beside the secure message in your standard e-mail client inbox. The Delivery Slip
provides pertinent data about the message at hand: you can determine whether you want to download attachments, or
even the secure message itself (with auto-retrieve secure message WffQ2 Delivery Slips provide secure identity
verification, so you know that no one has "spoofed” an e-mail account and sent a forged or altered e-mail to you.
Because there is sender transparency, personal accountability ensures a reduction in spam, phishing and malicious
software.

Among other benefits, the Delivery Slip allows users to:

Find out if the PEN used is Certified Secure.

Find out who the secure message is from, and who it was sent to.

Review the filename, size and type of any attachments before they are downloaded locally.

Review tracking for all recipients involved, when the message was retrieved, replied to, forwarded, recalled,
even printed or deleted.

1 Review the special policies applied to the secure message such as replying and forwarding permissions, as well
as if the tracking is on or of and if it is shared with every recipient.

= =4 =4 =N

Real time Message and Attachment Tracking

The email2 platform offers guaranteed and confirmed delivery of important e-mail messages. Track your secure
messages on any platform -- Outlook, Web Client and mobile devices -- with absolute accuracy. When was a message
opened? Who was it forwarded to? Did the recipient print it? These actions and more can be recorded automatically for
any message sent on your Private Email Network (PEN).

Your PEN lets you track your delivery of your secure message just like couriers and logistics companies. It provides truly
accurate message tracking because all messages are stored on a central, trusted server. Because an entire conversation
is stored on a single mirrored server, all requests for retrieval, replies, and forwards are tracked. Additionally, the server
tracks when the message has been printed and the attachments have been downloaded. Only the centralized server
structure of a PEN can provide accurate message tracking data. Secure messages are tracked both when they are
received and when they are opened, providing the most accurate data possible. Additional tracking information is
available for video messages and attachments. Because the PEN tracking information is so accurate, it can be used by
organizations to aid in compliance with regulatory requirements, (e.g. SOX, HIPAA, and others): this means that a PEN
Oy GNI Ol Fff | QuilhA@%akcdracyi K 6 Q&4 KIF LIISYy Ay 3
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Through the Delivery Slip, the tracking feature displays a list of message participants, and whether or not they have (for
messages and attachments):

Reviewed the Delivery Slip

Retrieved the message (read)

Replied to the message, (and to whom ¢ available only to the sender)
Forwarded the message, (and to whom ¢ available only to the sender)
Printed the message though the Web Client

Deleted the message permanently though the Web Client

Recalled the message

=4 =4 =8 =8 -8 -8 -9

Each of these actions is recorded every time they occur with a date stamp and IP address. For example, a recipient may
first retrieve your message from Outlook at work, then re-read the message from the Web Client at home, and finally
forward it to another member (if enabled) on their Smartphone: each action is recorded and available to the sender for
increased accountability and control over their content. This information can be shared with other participants through
the Delivery Slip, or kept private. Message and attachment tracking increases accountability and effectively recreates
the workflow of registered snail mail, but electronically. Administrators can even generate audit reports with tracking
data for multiple messages, which will aid in compliance with difficult regulatory requirements - such as those found in
Sarbanes-Oxley (SOX), HIPAA, etc.

Pre-emptive Policy Quality ControlKeyword filtering, Black & White listing

The email2 platform uses a centralized, mutually trusted Private Email Network (PEN) to ensure that policies are always
upheld. Your PEN works with existing security policy systems, such as anti-virus, Data Loss Prevention (DLP) and
Information Rights Management (IRM). The platform allows the sender to control a message for its entire life cycle on
the PEN. The unique PEN architecture empowers the sender to limit reply and forward permissions on the PEN, set an
expiration date for a message, even recall a message at any point, even if previously read. If enabled, members have the
ability to explicitly allow or disallow the forwarding and/or replying of their secure messages on their PEN. All actions
taken on a message (e.g. replies and forwards) are always handled by the same Private Email Network (PEN). Because
there is only one server in this model, permissions can be attached to the message and are then interpreted by the PEN.

It is important to note that this model is not designed to prevent the spread of information on its own. If someone is
intent on forwarding information, it can be copied and pasted into a new basic e-mail or secure message. Even if the
copy and paste functionality is disabled, users can still print, take a screenshot or photograph their monitor, or verbally
share the data. Most organizations will conclude, however, that from a fiduciary standpoint, best efforts have been
made to control the flow of data by using a PEN without additional controls like IRM. Delivery options only restrict what
can be done for a specific secure message residing on your PEN, therefore reducing liability issues.

Pre-emptive policy control allows keyword filtering of all messages and black & white listing of all content and recipients

before the message is sent (as set by the Administrator of the PEN). Policy control takes place dynamically ¢2 y WYQ 9 b !
before the message is transferred to the server. This is drastically different, (and more effective), than solutions which

rely on ad-hoc parsing or outgoing message filters. Black listing allows to completely block e-mail address or e-mail
domains before they can even be invited or registered with the PEN, and White listing allows the PEN Admin to ensure

that specific e-mail addresses or e-mail domains are always using the PEN when exchanging e-mail messages.
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email2Q @nique white & black listing rule-based DLP feature offers data-leak prevention that works preemptively, before

the message is even sent. This ensures important corporate knowledge from ever leaving your organization. Messages

that do not meet your firm's customized criteria OF' y AAYLIX & o©0S o6t 201 SRZ 2NJ I dzii2 Yl
dzy A lj dzS W{ SYyR {SOdzNBE 5S¥Fldz 6§ Q TSI (dzNE®

True message Recall

E-mail has sped up our workflows, but its irrevocable nature means that highly visible mistakes are often made. You can

y2g FdAfe yR WiNHzA 8Q NBOFff &2dz2NJ aSOdzNE YSaal3sSa |y
attachments are automatically recalled and deleted.

And have you ever tried the ‘wishful thinking' Message Recall feature of MS Outlook? This message recall feature is
different due to the underlying architecture of the platform: email2 permission-based database messaging means that
you can recall the read permission at any point during the life cycle of the conversation with no special conditions or
reliance on an e-mail client being connected to the network at a specific point in time.

Gigabyte File Attachments

End users are accustomed to sending files as e-mail attachments; however e-mail content is getting big and continues to
grow at a rapid pace. Documents, spreadsheets, presentations and most other forms of information now in use, now
employ rich multimedia content. When you are dealing with large files, you know from experience that your e-mails are
getting bounced, |j dzt N} YyiGAY SR | yR | N8B &l {dzNJ { A .yBasic @éngailivas néver duidded y R
for this use. As a result, many organizations now restrict the size of e-mail attachments due to the strain it puts on
networking and storage resources.

email2 offers the ability to manage very large file attachments without taxing your network. You can now quickly and
easily send large files (tested up to 20GB / 20,000MB) that would bring a traditional e-mail system to its knees. Since all
communications are made using the HTTPS protocol, (instead of SMTP/POP3/IMAP4), large files can easily be sent and
downloaded at high speeds 6 dzLJ G2 wmMnE FI ai SN 6 A K , fBow lOutldok t& @utlobkOniti®bt S NI
requiring the user to log in to a secure FTP server or a browser-based application. We eliminate all the problems people

have with basic e-mail as a file transferring tool. Consider the following benefits:

email2 works directly from Outlook without dealing with size and security limitations.
No attachment size limits: send and receive large attachments with no problem & eliminate large e-mail storage
issues fromyour e-mail server:y2 dz R2y Qi KI @S (2 R2gyf 2R FGGl-@#YSy i
messages (pull approach).
1 No more FTP and secure FTP headaches: large attachments can be uploaded faster using more efficient
protocols: eliminate FTP problems while meeting user needs and security requirements.
9 Security Compliance: enforced HTTPS (128 bit SSL encryption) connections and AES server encryption keep your
attachments safe during transfer and storage.
9 Track attachments and view specific metadata, just like secure messages: used in CPA/Accounting, Law,
Architecture, Construction, & Engineering, Military & Defense and the Healthcare industries.
1 The Attachment Library tab lets you manage, re-download and re-attach files that are already stored on the
t 9bY $KSYy @2dz F2NBIFINR Iy FGdGlFIOKYSylis @82dz R2y Qi yS
permissions to the attachment).
1 From an IT management perspective, you are effectively reducing storage bloat on your Exchange servers and
thus reducing IT costs and overhead.

T
T
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Secure Attachment Library

Users no longer have to strugglewithe-Y I A f Q& f AYA Gl A2y & & ued Kbox storage gudtds, i Y S y
lack of security: the Attachment Library is a new way to work with your e-mail attachments. Every time you send or
receive a secure message with attachments, these attachments are automatically added to your secure, searchable
Attachment Library. It is accessible from the Web Client by clicking on the "Attachments Library" tab (can be labeled
differently based on your PEN and Membership Package). You can resend links to large files without waiting for them to

upload again. You can do a quick search of your attachments when you are looking for that important document.
Monitor tracking data for attachments that you own, even recall or delete older attachments that are just taking up

space. Use the Web client to easily find and act on all secure messages: gone are the days of sorting through countless
messages in your inbox to find an attachment.

The Attachment Library also provides a web-based secure and permission-based online storage for sharing files
internally and externally. Files that are exchanged via your Private Email Network (PEN) from your vendors, partners,
IyYyRk2NJ Oft ASyida OFly o6S &adGd2NBR Ay GKS 1 4ddlF OKYSydG [ Ao6N
additional upload time. For example, if you have a large file that you regularly send to different stakeholders, you can

just upload it once and resend it any time you want, rather than uploading that same file each time you want to send it

to different stakeholders.

Permissions-Based User Access Control: Each file is protected by an authorized access list of your external guests and
internal users with different permission levels. Therefore, you have full control of who has access to your files. Deleting

the file from your Attachment Library automaticaf f @ RSt SiSQa F2NJ GKS Sy GiANB | dzRA
with, even if that file was forwarded by one of your original recipients.

Attachmentfree Secure Video Messaging

The email2 platform offers the ability to send voice and video messages using the integrated attachment-free video
messaging with a webcam. No more additional third-party software or codec installation is required. You can stream
video directly onto your Private Email Network, record it securely, and have your recipients watch the video message
using the same streaming, permission-based technology. For example, doctors can record personal messages to patients
that accompany a message or file attachment, providing a more personal conversation.

Simply press the record button iy’ G KS WxA RS2 aSaal3isSQ asSotrAzy 2F (GKS 5
streaming the video directly to the Private Email Network's media server. When your recipient receives the video
message, all he or she needs to do is click the Play button to begin watching it.

You probably already have your own ideas, but here are a few reasons why we think video messaging is great:

9 Sometimes it's easier to get your point across with intonation and hand gestures. You can't do this with text e-

mails - but you can with video messages.

If you're not a very fast typer, you can send detailed messages faster than ever before.

Face-to-face messages are always more effective in marketing campaigns. You can now make a personal

connection with your clients and prospects.

1 Fastand easy corporate Podcasts: send weekly video messages to your entire workforce with latest
developments, or your client base with latest product and service offerings.

T
)l
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The video recorder works with plug-and-play web cameras with little to no configuration. Playing and recording videos
only requires the Adobe Flash plug-in, which is already present on most computers, or quick to install if it is missing. No
downloads or special players required using Macromedia Streaming Server RTMPE.

Attachment Managemeng& Virus Control Pull VS Push paradigm

When using your PEN, messages are not 'pushed' to users. That is, users are not sent e-mail messages without their
consent. The actual secure messages are sent to your Private Email Network (PEN), and the recipients must actively
retrieve messages from the PEN itself. This is considered a 'pull’ structure, in which users personally select which content
to download to their local environments, resulting in a significant virus reduction.

Pull structures are generally considered superior, but due to the constraints imposed by the original design of basic e-
mail, it is impossible for basic e-mail messaging to adopt a pull methodology. Users are subjected to spam, viruses, large
(often unwanted) attachments and a number of other headaches associated with push systems. The email2 platform
offers a pull structure through your PEN without invalidating basic e-mail.

email2 attachments, unlike basic e-mail attachments, are automatically added to an online W ! achihent LibraryQspecific
to each PEN member. This means members can download attachments when they want to (on-demand ¢ permission-
based). This is especially useful for dealing with large files: the large file can be left on the company PEN until needed
and can be forwarded without the need to re-upload the file. This saves bandwidth, storage and time when dealing with
large files. Basic e-mail attachments are pushed to users along with e-mail messages, which can cause message
bottlenecks and waste bandwidth and storage by duplicating the attachment by the number of recipients, or unwanted
attachments. The PEN pull process for attachments also adds a degree of protection: users do not have to download
suspect files that might damage their computers.

Span, Virus and Phishin@ontrol

L 2dz2NJ t NAGEFGS 9YF AT b Sidg 2 N)maikworldiVierBbersiai appréved byGauivoxgatyation, & ¢
and can be banned from the community at the first sign of abuse. Message throttling prevents inappropriate use of the

system to send large volumes of e-mail (unsolicited e-mails). Attachments can be scanned at the server level to catch
GANHzaSE o0SF2NB GKSe S@Sy 3ShG G2 | NBOALKASydGQa O2yLud
executable viruses are not able to infect the PEN and propagate themselves because files are stored broken into parts

on the PEN, resulting in an overall more secure global network.

The Delivery Slip allows members to check incoming attachment for viruses before retrieving the attachment to their
local computer. Allowing recipients to manually retrieve messages once the Delivery Slip has been reviewed
substantially reduces the probability of getting infected by a virus. Additionally, users are guaranteed to retrieve
messages from the proper sender / organization, resultingina WLIK A 8 KAy 3 Q NBRdAzOGA 2y ®

Your PEN also eliminates dzy’ ¢ | y i S R -m#il&ridlmas@gesSimit communication to a specific user groups. With
basic e-mail, anyone that can guess your e-mail address can contact you, with or without your consent. Once a
spammer has your e-mail address, they can contact you from as many different e-mail addresses as they like, as often as
they like. There have been major advances in the area of spam filtering, but large amounts of spam messages still
manage to get through every day, wasting your time and hurting your productivity. Since Private Email Networks are
only available to verified members, they are a tool for organizations to control the flow of spam into their network.
Since sender identity is always known, there is built-in accountability and an implied trust for all messages being
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received. Spam does not exist in messages sent via the PEN because spammers do not have access to this exclusive
gated e-mail community.

Instead of trying to filter basic e-mail spam, the email2 platform focuses on fixing the system that lets spam happen in
the first place. With your PEN, spammers lose before they even begin. Anyone that does not belong to a PEN is blocked
from sending messages to a PENQ @embers. Private Email Networks are exclusive and controlled. If a PEN member was
to engage in abusive behaviors such as spamming, that user can be immediately removed by the PEN Administrator.

If you organization receives an enormous amount of e-mail on a daily basis, such as a government organization, you may
gl yiG (G2 O2yaiRSNI @niildrdifods exlésidely anNdcuyeRitril2ankssagesOUsis) the Secure Web
Client, basic e-mail messages are not present, therefore 100% spam-free.

Membership Package Management

Member Identity verification is performed when a user registers with a Private Email Network (PEN) and becomes a
member. E-mail address ownership is confirmed by a challenge during registration that requires an activation code
(optional). Depending on how the member registers, this activation code may be provided transparently. In other
cases, it will be provided in an e-mail message. If a member sends a secure message to an individual that is not using the

PEN, the recipient will receive an invitation via basic e-mail to register with the specific branded PEN and then retrieve

the message securely. This can be disabled by a PEN Admin for situations wherethe PENA & & Of 2 & $nBndbers: Yy R
must be explicitly authorized by the PEN Admin.

Every member of your PEN is automatically assigned a Membership Package that dictates their level of functions within

your PEN. Each Membership Package can be upgraded or downgraded at a later time by the PEN Administrator or be
automatically assigned via the email2 API. While the email2 platform does not allow deletion of members from the PEN

(for auditing LJdzN1L.J2 8 S&a0 X YSY0oSNAR GKI G R2 y20 NBIldzANBS | 00Saa i
accessing your PEN.

Membership definitions:

1 Wt NB¥WSary Solan create new secure email2 messages (e.g. new message with attachments and
personal video messages) and invite new members to the PEN.

 WwDdzSaild adeYan &iNEa/reply to asecure email2 message initiated by a Premium Member.

WOyl 6f SR ara@gister&Eners that have access to your PEN.

1 W5A&l 0f S FRaresedste@drddbers that do not have access to your PEN, and do not count as a user
for billing purposes.

Every single function of the email2 platform is driven through the Membership Packages. Design your own specific
Membership Packages to allow your clients to only use the Secure Web Client, rename the navigation tabs to reflect
how your organization works, restrict video messaging, who can invite new members, and more.

E-mail Aliases Management

E-mail aliases are often created within an organization so that multiple versions of an e-mail address can reroute all
traffic to a final e-mail account. The email2 platform supports e-mail aliases and allows each member of a PEN to define
as many e-mail aliases as necessary. E-mail aliases only count as a Guest email2 license and is a unique feature included
with any PEN.
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E-mail aliases can be self configured by each Member under 1t KS W¢ 22f 3Q aSOGA2y 2F (KS
the PEN Admin on behalf of the Member. Before adding an e-mail aliases for a member, ensure that the user has access

to the basic e-mail account for the e-mail address as they will need to manually confirm ownership of the e-mail
account.

EnhanceVisual BrandingCompliance &dopt aGreenlT Policy

Communicate with your clients, and give them the peace of mind that comes with knowing that the security of their
data is a priority to your organization. Every aspect of the email2 platform can be branded by organizations in order to
integrate visually with their existing web sites, portals and web applications. The Outlook Toolbar, Web Client and
MobileCIA Sy & OFy T2ttt 2¢ @& 2 dzhuidéiresvirdrdgf B @@forée odtIbrand imayeNdy gkienkligg3
invitations to your PEN to your client base, you can extend your brand into their local computers as well. Invitations sent
to new Members can also be customized to reflect your branding and properly explain what is expected of the new
member and why your organization is now using a secure method to communicate confidential information with them.
Custom messaging at the login screen of the Web Client can also be quickly inserted by an Administrator.

The email2 platform recreates the full business process of traditional registered mail electronically. All attachments are
stored encrypted, certified and available for later retrieval in their original condition. Every transaction is verifiable and
protected from tampering, providing a defensible chain of custody for compliance and litigation. Distributing
information to large groups such as employee statements of client invoices and statements incur a significant reduction
of fuel consumption and paper reduction over paper-based mail delivery.

Enhance your corporate Green Image through reduction in fuel consumption (used by couriers) and paper consumption.
This may allow your organization to qualify for an Energy Star rating from the EPA or carbon credits.
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